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A LIST OF BRIGHT SHINY OBJECTS SEEN IN 
SECURITY PRODUCTS AND STARTUPS (OR 

BUZZWORD HELL)

• APTs

• Machine Learning

• Comprehensive cybersecurity

• Real-time monitoring

• Behavioral analysis

• Next-gen <FILL IN THE BLANKS> (thanks Russell Butturini)

• Xgen

• Cloud-enabled





¯\_(ツ)_/¯

• "Top US Undergraduate Computer Science Programs Skip Cybersecurity Classes" (top left 
picture in previous slide): http://www.darkreading.com/vulnerabilities---threats/top-us-
undergraduate-computer-science-programs-skip-cybersecurity-classes/d/d-id/1325024

• "Here are the 61 passwords that powered the Mirai IoT botnet" (top right picture): 
http://www.csoonline.com/article/3126924/security/here-are-the-61-passwords-that-powered-
the-mirai-iot-botnet.html. Source code: https://github.com/jgamblin/Mirai-Source-
Code/blob/6a5941be681b839eeff8ece1de8b245bcd5ffb02/mirai/bot/scanner.c

• "One of the Largest Hacks Yet Exposes Data on Hundreds of Thousands of Kids" (VTech, SQL 
injection): http://motherboard.vice.com/read/one-of-the-largest-hacks-yet-exposes-data-on-
hundreds-of-thousands-of-kids

• "Yahoo Says Hackers Stole Data on 500 Million Users in 2014": 
http://www.nytimes.com/2016/09/23/technology/yahoo-hackers.html

http://www.darkreading.com/vulnerabilities---threats/top-us-undergraduate-computer-science-programs-skip-cybersecurity-classes/d/d-id/1325024
https://github.com/jgamblin/Mirai-Source-Code/blob/6a5941be681b839eeff8ece1de8b245bcd5ffb02/mirai/bot/scanner.c
http://motherboard.vice.com/read/one-of-the-largest-hacks-yet-exposes-data-on-hundreds-of-thousands-of-kids
http://www.nytimes.com/2016/09/23/technology/yahoo-hackers.html


“The data set includes 100 separate 

internal penetration test 

engagements spanning 75 unique 

organizations. The top four attack 

vectors are based on utilizing stolen 

credentials.” 

https://www.praetorian.com/downloa

ds/report/How%20to%20Dramaticall

y%20Improve%20Corporate%20IT%2

0Security%20Without%20Spending%

20Millions%20-%20Praetorian.pdf

https://www.praetorian.com/downloads/report/How to Dramatically Improve Corporate IT Security Without Spending Millions - Praetorian.pdf




SO HOW DID YOUR EXPENSIVE 
SECURITY PRODUCT DO?

Sources: https://twitter.com/jeremiahg/status/863183321408393222

https://twitter.com/jeremiahg/status/866783974311444480

https://twitter.com/jeremiahg/status/866783974311444480
https://twitter.com/jeremiahg/status/866783974311444480


Source: Veracode’s State of Software Security 2016



Source: https://twitter.com/gord_mackay/status/874622496913403904

https://twitter.com/gord_mackay/status/874622496913403904


Source:“Sympathy for the Developer” by Sarah Gibson presented at BSides Las Vegas on July 25, 2017. 

https://www.slideshare.net/SarahGibson17/sympathy-for-the-developer

https://www.slideshare.net/SarahGibson17/sympathy-for-the-developer


THE MOST COMMON ATTACKS AND 
SECURITY ISSUES ARE THE MOST DIFFICULT 

TO SOLVE TOO

• Phishing and social engineering

• SQL Injection

• Password reuse

• Distributed Denial of Service (DDoS)

• Attribution

• Writing secure code

• Connecting and communicating with non-technical folks and the policymakers 

(policy)



BUT WE HAVE AN INFATUATION WITH 
THE SEXIEST ATTACKS

Source: “Fortune 100 InfoSec on a State Government Budget” by Eric Capuano, presented at the 

Speaker Workshops, Packet Hacking Village at DEF CON 25. 

https://docs.google.com/presentation/d/1Np57U13aIy15Glu76Qv0I6CWw4PlJmtQPxg4Cdj8r20/edit#sli

de=id.p

https://docs.google.com/presentation/d/1Np57U13aIy15Glu76Qv0I6CWw4PlJmtQPxg4Cdj8r20/edit#slide=id.p


Source: “Fortune 100 InfoSec on a State Government Budget” by Eric Capuano, presented at the 

Speaker Workshops, Packet Hacking Village at DEF CON 25. 

https://docs.google.com/presentation/d/1Np57U13aIy15Glu76Qv0I6CWw4PlJmtQPxg4Cdj8r20/edit#sli

de=id.p

https://docs.google.com/presentation/d/1Np57U13aIy15Glu76Qv0I6CWw4PlJmtQPxg4Cdj8r20/edit#slide=id.p


LET THIS SINK IN

(Photo is from Matt Blaze and Sandy Clark’s 

talk “Crypto War II: Updates from the 

Trenches” at The Eleventh HOPE Conference)



SO WHAT OPTIONS DO WE 
HAVE?

(Photo is from Matt Blaze and Sandy Clark’s 

talk “Crypto War II: Updates from the 

Trenches” at The Eleventh HOPE Conference)



WHAT’S THE POINT?

• We (still) can’t even get the basics right.

• We are still battling vulnerabilities known for decades.

• We need to rethink and think hard about the basics issues and what’s really 

important.

• We need to keep it simple; complexity is an enemy of security (one of the 

“Trinity of Trouble” –Gary McGraw).



WHAT WE REALLY NEED TO DO

• “Be more boring.”

• Inform and talk to those who are curious

• Build relationships with especially those in policy or in government.

• Sadly, these are not new messages. First channeled to me by Ed Felten at the USENIX 

Annual Conference in 2004!

• Invest in training and mentoring developers.

• Invest in training and mentoring the younger generation, especially those in K-

12 and undergraduates.



The fundamental flaw exploited in WannaCry – ransomware that infected hundreds of thousands of machines in under a 

week in May – had already been patched by Microsoft at the time of the attack. The infected machines had all put off 

updating their systems. NotPetya, which spread about three weeks later, used the same flaw.

Most high-profile research is in novel attacks, previously unseen security flaws in software and large – sometimes nation-

driven – political actors. But most attacks use well-worn techniques like phishing and other forms of fraud and security 

vulnerabilities that have long since been patched.

Source: http://thehill.com/policy/cybersecurity/344460-security-pros-at-hacker-conference-aspire-to-be-more-

boring

http://thehill.com/policy/cybersecurity/344460-security-pros-at-hacker-conference-aspire-to-be-more-boring


BUT IT MAY BE TOO LATE?

Source: 

https://twitter.com/gdead/status/89254741230

8480003

https://twitter.com/gdead/status/892547412308480003
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